SOLUTION BRIEF

Secure Your Critical Applications
and Infrastructure with GuardiCore
Advanced Security for Nutanix

GuardiCore and Nutanix together deliver a simple, scalable and
highly secure data center environment
Today’s data center and cloud environments are being transformed from highly
complex to radically simple thanks to the native convergence of compute,
virtualization and storage delivered by the Nutanix enterprise cloud platform.
But even as organizations gain agility, ease of management and reduced costs
associated with a data center infrastructure based on Nutanix, traditional
security technologies deployed at the perimeter to keep threats outside of
the network are not effective in detecting advanced threats. And due to the
dynamic nature and high trafﬁc rates inside modern data centers, organizations
face signiﬁcant challenges in gaining visibility into application communications
and putting proper controls in place to secure east-west trafﬁc.
Together GuardiCore and Nutanix enable a simple and secure modern data
center that includes a new security platform that is designed speciﬁcally for
today’s modern data centers. By deploying the GuardiCore Centra Security
Platform on top of Nutanix, organizations get granular visibility into network
and applications ﬂows combined with real-time breach detection and response
across all trafﬁc and applications in the data center.
Fully validated as Nutanix-ready, GuardiCore features a distributed, agentless
architecture for Nutanix environments that easily and seamlessly distributes
security across the entire data center, leaving no workload or application
unprotected. This distributed architecture is non-intrusive and lightweight,
allowing it to apply security controls in a Nutanix environment without affecting
performance.
Leveraging threat deception technology for breach detection coupled with
a unique, redirection architecture that actively pursues intruders once they
have breached the perimeter, GuardiCore detects, interrogates, records, and
monitors active and ongoing attacker sessions. And GuardiCore also provides
complete monitoring and visualization of all applications and workloads down
to the process level, delivering deep visibility into communications and ﬂows
and providing deﬁnition and real-time monitoring of security policies for any
application. Core use cases supported include full contextual visibility of
network and application ﬂows, breach detection and response and applicationlayer policy deﬁnition and monitoring.

Highlights
Security Value from Day One
Easy, non-intrusive deployment
requires no conﬁguration and
delivers immediate value.
Total Visibility
Get full visibility into your
Nutanix environment – all
network and application ﬂows,
including process-to-process
communications.
Detect Breaches in Real-time
High-interaction threat
deception detects attacks
that are invisible to standard
security products, with very low
false positives.
Accelerate Incident Response
Automated real-time attack
isolation and remediation of
infected ﬁles and servers stops
attack at initial stage, before it
has caused any damage.
Reduce the Cost of Data
Breaches
Catch active breaches earlier in
the kill chain, eliminating costs
related to investigation and
clean up.
Simplify Security Management
Automated security analysis
and response reduces the
workload for security teams.
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Enabling Advanced Security for Virtual Data Center Environments
Together, GuardiCore and Nutanix enable a secure, software-deﬁned infrastructure for virtualized environments. Virtual
machines and applications running on Nutanix are protected via GuardiCore’s advanced security platform, featuring
application-layer visibility and high-interactive threat deception. GuardiCore’s agentless deployment -- as a distributed,
lightweight virtual machine -- monitors all trafﬁc, collects network and application ﬂow data, and redirects suspicious
connections for investigation by the GuardiCore Analysis Engine. The GuardiCore Analysis Engine provides visibility by
enriching collected ﬂow data with agentless VM introspection, and also provides real-time breach detection, analysis
and response.
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About Nutanix
Nutanix makes infrastructure invisible, elevating IT to focus on the applications and services that power their business.
The Nutanix enterprise cloud platform leverages web-scale engineering and consumer-grade design to natively
converge compute, virtualization and storage into a resilient, software-deﬁned solution with rich machine intelligence.
The result is predictable performance, cloud-like infrastructure consumption, robust security, and seamless application
mobility for a broad range of enterprise applications.

About GuardiCore
GuardiCore is an innovator in internal data center security focused on delivering more accurate and effective ways to
stop advanced threats through real-time breach detection and response. Developed by the top cyber security experts
in their ﬁeld, GuardiCore is changing the way organizations are ﬁghting cyber attacks in their data centers.
More information is available at www.guardicore.com
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