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New Strategies for Breach Detection and 
Security in the Modern Data Center

Today’s rapidly expanding, dynamic data centers have become prime targets for infiltration 
and attacks with alarming frequency. Security teams are hard pressed to keep pace with 
the staggering rate of data center breaches. As organizations that have been compromised 
know all too well, detecting a live breach is extremely difficult. In spite of their best efforts, 
security teams are often overwhelmed by the amount of “noise” indicating possible breaches, 
most of which turn out to be false positives. With insufficient insight into the nature of 
incidents, prioritizing them for investigation is a major challenge. Incident response based on 
conventional investigative methods is too often hampered and slowed by uncertainty and 
“analysis paralysis.” 

The list of security vulnerabilities is long and worrisome: rising rates of cyber-espionage; 
increasingly sophisticated malware; advanced persistent threats; relentless spear-phishing 
campaigns, watering-hole, perimeter reconnaissance, bitcoin mining, and zero-day exploits; the 
financial and reputational destructive impact of breaches and data theft. 

New generations of ingenious worms, viruses and trojans burst into the headlines every month. 
Among the most dangerous characteristics of these breaches is “dwell time”— the amount 
of time a threat actor goes undetected in a data center. The current average is around 146 
days, according to Mandiant’s seventh annual M-Trends report.1 With the freedom to roam 
within a data center undetected, a malicious actor can inflict significant damage, and exfiltrate 
valuable data. The Ponemon Institute’s 2016 Cost of Data Breach study found that the cost of 
a breach increases dramatically in proportion to dwell time — as much as 40% for a breach left 
undetected more than 100 days. The same study found the average consolidated total cost of a 
data breach is $4 million.2 

Attacks on the modern data center have opened up a whole new front in the global cyberwar. 
Explosive server workloads and VM sprawl have driven a massive upward scaling of the attack 
surface and the resulting security challenges. Hackers, both private and state-sponsored, try 
to engineer, force, or deceive their way past the data center’s perimeter defenses and into the 
heart of an organization’s information technology. 

Responding to the urgent need for a Ω approach to security, Guardicore, a leader in internal 
data center security, has developed a solution that enables IT teams to put breach detection 
capabilities inside the data center where it is difficult to deploy traditional security solutions. 
The Guardicore solution enables a new dimension of instant, deep visibility and insight for 
detection, exposure, and identification of an attacker. Real-time, insightful analysis leads to 
quick remediation while minimizing damage. 

The Modern Data Center Opens Up New Horizons and 
New Security Challenges

The modern data center is distributed, a mix of bare metal and virtualized resources, resides 
in public and private clouds and is increasingly software defined. Because it is a treasure trove 
of proprietary, sensitive information and represents major capital value for a company, the 
data center becomes “big game.” It’s a tempting target for attack, whatever the arena: financial, 
manufacturing, healthcare, utilities, governmental, education, service provider, or others. 

The steady migration of applications and workloads into modern data centers make them a 

1. Mandiant Consulting, M-Trends 2016

2. Ponemon Institute, 2016 Cost of Data Breach 
Study: Global Analysis

“While many 
cybersecurity 
technology tools 
exist today to help 
the enterprise detect 
threats... they are no 
longer sustainable. 
A holistic automated 
approach is now 
required...where 
security analysts can 
be taken out of the 
detection role.”
– Security Magazine, 7 Steps 
to Automating Cyber Threat 
Detection and Analysis, 
June 2016
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challenge to protect. Exploding amounts of “east-west” (server-to-server) traffic, with hundreds 
and even thousands of sprawling virtual machines (VMs) inside the data center — coupled with 
the accelerating adoption of Software Defined Networking (SDN) — makes the scale of the 
challenge enormous. Furthermore, applications running on virtual servers are subject to the 
same manner of threats as those running on dedicated servers, but decreased visibility in the 
virtualized environment raises the risk of intrusion substantially. Any visibility “blind spot” is a 
welcome mat for attackers. 

While traditional perimeter security solutions may be scalable enough to support soaring 
north-south traffic rates, highly compute-intensive resources such as next generation firewalls, 
IDSs, IPSs, and sandboxing can be expensive and consume large amounts of resources and 
personnel, making them impractical to implement to protect east-west traffic. 

The vast numbers of vulnerable systems are further exacerbated by a persistent lack of 
visibility, which has always trailed virtualization advances. It’s clear that for administrators 
to respond effectively to attacks they need the visibility and tools to automate the security 
lifecycle. Add to this the fact that network and data center breaches can take months and even 
years to detect; and that even after the breach is identified, it can go on accruing damage — and 
the consequences of an attack can grow in severity 

Defending the Data Center from Attack: “Catch Me If You Can”

Frequent headlines keep the dismaying outcomes of security failures in the public eye, although 
many failures are not reported. Even a smaller-scale failure drains funds and damages efficiency 
and productivity. Today’s software-defined data center (SDDC) is agile, dynamic, elastic and 
flexible. This fast-moving environment is proving unsuited by its very nature to many detection 
solutions. That means the structure and behavior of the SDDC itself works against the 
anomaly-detection model used by traditional security solutions. 

In addition, attackers thrive on secrecy. As long as an attack goes undetected by security 
resources, the attacker can not only invade and steal data, but also learn the systems, 
architecture and defense strategy of the data center for future attacks. Therefore, the ability to 
identify and gain insights on the attacker and source of the attack is vital for defenders to gain 
the leverage for protection. 

Needed: A Comprehensive Solution to Identify and 
Mitigate Data Center Security Breaches

As more enterprises rely on data centers and virtualized environments, there is an urgent 
need for effective security within the enterprise perimeter. This need has driven and informed 
Guardicore’s mission to defend the data center interior. Guardicore is changing the way 
enterprises identify and secure traffic inside the data center. Its technology picks up where 
traditional firewalls leave off to detect malicious activity, decoy attacks and deliver  
ironclad security. 

Distributed Detection, Centralized Analysis, and Fast Response

Guardicore’s technology sits within hypervisors, virtualized hosts and bare metal servers — 
ideally positioned for monitoring what is happening within workloads. This ability to monitor 
process-level communication patterns closes the loop between the process application and 
network activity. 

SNAPSHOT
How Vulnerable Are
Today’s Data Centers?

Top methods for detecting 
incidents: 
Manual log review (43%) 

Administrator hunch (42%) 

Perimeter firewall / IDS/IPS (41%) 

SIEM alerts (41%) 

SANS 2014 Data Center  
Security Survey 

37% have adopted 
DataLoss Prevention 
and whitelisting 
technology

35% monitor traffic 
between key servers 
and their clients in 
the data center

53% have dedicated 
compliance and 
security staff for 
their data center 
operations

>60% have even partially 
automated key 
database security 
and compliance 
functions

49% can investigate and 
remediate incidents 
within eight hours

90% use cloud-based data 
center technology 
for their operations
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Guardicore’s inner breach detection technology embodies advanced techniques to discover 
and scope illicit activity and identify security breaches within the data center. It spots 
anomalies, irregular patterns and suspicious, ongoing, spreading attack processes. Then, it 
sends suspicious traffic for centralized analysis in order to quickly identify the attacker and 
grasp the nature of the attack. 

Hypervisors and 
Virtual Machines

Orchestration

Containers

Collection and Aggregation

Bare Metal 
Servers

Management 
and Analysis

Public Cloud 
Virtual Machines

Other Security 
Devices

Guardicore’s unique ability to protect multiple environments in one solution

The Guardicore Centra Security Platform utilizes distributed detection complemented with 
multiple types of sophisticated investigation capabilities, providing the high scalability for 
large networks and high traffic rates. The Suite is built in an open fashion and integrates 
with third-party solutions using Syslog, STIX and REST API. 

Supports most data center architectures and networking topologies, including:. 

• iVirtualized environments: ESX, NSX, OpenStack, CloudStack

• Physical/bare metal data centers

• Hybrid data centers

• Public clouds: Azure and AWS

• Internet facing threat deception honeypots

Distributed Detection, Centralized Analysis, and Fast Response 

Guardicore’s technology sits on the hypervisor—ideally positioned for monitoring what is 
happening within workloads. This ability to monitor process-level communication patterns 
closes the loop between the process application and network activity. 

Guardicore’s inner breach detection technology embodies advanced techniques to discover 
and scope illicit activity and identify security breaches within the data center. It spots 
anomalies, irregular patterns and suspicious, ongoing, spreading attack processes. Then, it 

“Acknowledge that 
not all threats can 
be prevented, and 
therefore, the speed 
to detect and respond 
to incidents is also 
critical.”
 –Gartner, Best Practices 
for Detecting and Mitigating 
Advanced Persistent Threats
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sends suspicious traffic for centralized analysis in order to quickly identify the attacker and 
grasp the nature of the attack. 

The Guardicore Centra™ platform is able to:

• Detect high-risk usage and illicit activity, including backdoor installations, password 
harvesting, exploits in progress, policy violation, multiple connection attempts throughout 
the data center, manipulation of log files and attack tools. 

• Identify behavioral breaches via hypervisor introspection, which monitors connections 
between any process, network flow, or virtual machine. It actually manages behavioral 
baselines of approved activity, and quickly identifies deviations. 

• Scope the impact and footprint of breaches across all types of data center environments— 
virtualized and hybrid servers, all hypervisors, containers, bare metal environments and 
public clouds. 

• Scalably detect breaches across servers, virtual environments and traffic volumes. 

Multiple Detection Methods Prevent Attackers from Moving Freely

The Guardicore solution employs a combination of three distinct detection methods, centrally 
managed and distributed throughout the data center, to catch breaches more quickly – virtually 
in real time as they occur. These methods include:

• Dynamic deception that uses sophisticated decoys to engage and reroute threats into 

quarantine areas for investigation.

• Security policies at the network and process levels that enable instant recognition of 

unauthorized network and process communications.

• Reputation analysis that detects suspicious domain names, IP addresses and file hashes 
associated with known malicious activity.

Dynamic Deception Snares the Attacker—Identity, Tactics,  
Footprint, and Source

Guardicore uses distributed deception technology to lure and capture an attacker in the 
context of workload traffic. Data center security personnel can then examine and understand 
the exact nature of the attack—where it originates, who is behind it, and which strategy  
it is using. 

The deception component is triggered by any blocked or failed connection attempt indicating 
a possible intruder. Since Guardicore’s technology connects to physical switches while residing 
on virtual switches, it is ideally positioned to watch for these attempts and take immediate 
action. This promptly puts hackers under surveillance, and the Guardicore technology begins 
analyzing and reporting on their tactics, who they are, and where they come from. 

Simply blocking an unauthorized connection should no longer be viewed as a security success 
in itself. Hackers often send rapid fusillades of new attacks to gain a “picture” of the network’s 
defenses. By not pursuing the blocked attempt, the data center’s defenders lose a prime 
opportunity to gain deep information about the attacker and the nature of the attack.

Guardicore’s deception technology takes data center defense to the next level. When an 
attacker is blocked by a firewall inside the data center, for example, Guardicore is then able 
to answer seamlessly on behalf of the server — using a “fake” virtual machine. As the attacker 
tries to connect, Guardicore automatically and transparently redirects suspicious traffic to 
a highly monitored decoy environment to isolate and investigate. This provides full visibility 
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into the attacker’s activity while preventing the attacker from launching further attacks on the 
network assets. All this is achieved by automated creation of virtual IPs distributed across the 
host network. No active sessions are disrupted as the solution captures and isolates suspicious 
activity in place. 

Because of the comprehensiveness of this approach, Gartner has listed Guardicore as the 
only vendor covering the entire deception stack, noting that Guardicore’s “distributed decoy 
solutions offer enhanced detection and stronger fidelity than other traditional security 
solutions.”3

Security Policies Trigger Violation Alerts

Another essential detection method employed by Guardicore is the creation, deployment and 
enforcement of security policies using micro-segmentation. As more and more organizations 
increasingly distribute data center assets across multiple, virtualized environments, perimeter 
defenses are no longer adequate. Data center security administrators need an efficient means 
of securing individual or groups of applications within the data center. 

The Guardicore platform automatically generates a comprehensive visual map of all applications 
and activity inside the data center, allowing administrators to get a quick, comprehensive 
and graphic view of all workloads. Administrators can also drill down on more details, such as 
specific assets, processes and time frames, to ensure a full understanding of application-layer 
communications inside the data center. This simplified discovery approach helps identify which 
assets should be grouped into micro-segments and make well-informed policy decisions based 
on workload roles, relationships and vulnerabilities. 

Once administrators have gained this depth of visibility, they can begin to filter and organize 
applications into groups and label them for the purpose of setting common security policies 
– for example, all applications related to a particular workflow or business function. With 
applications grouped appropriately, security teams can then create rules governing authorized 
communications between applications, and test and refine those rules as needed to ensure they 
are not disrupting normal, authorized traffic. 

Any non-compliant traffic, unauthorized communication or other policy violation automatically 
triggers an alert indicating an intruder may be present. This in turn initiates the investigative 
process to confirm and contain the threat. 

Implementing micro-segmentation can be a daunting challenge, largely because security teams 
lack deep visibility into data center activity–they simply can’t identify all the applications that 
are running within their architecture. 

Reputation Analysis Spotlights Known Bad Actors

Reputation analysis, the third method in Guardicore’s detection arsenal, is aimed at identifying 
threats based on suspicious domain names, IP addresses and file hashes associated with known 
malicious activity. Reputation analysis leverages Guardicore’s vast network of attack sensors 
and deception engines, combined with regular threat intelligence feeds and the insights of our 
security analysts. The platform also has the ability to distinguish “negative processes” indicating 
the presence of an untrusted asset that warrants investigation. 

Identification of Compromise: Know the Extent of the Breach

Guardicore’s Identification of Compromise (IOC) process collects the attack footprint, the files 
and tools being used and uploaded, and the arsenal of weapons that the intruder activates. 

3. Gartner, Inc. Emerging Technology Analysis: 
Deception Techniques and Technologies 
CreateSecurity Technology Business 
Opportunities, July 2015, updated  
September 2016

DID YOU KNOW?
“False Positives”
versus True Attacks

Built into the Guardicore 
solution is the intelligence 
to safeguard against “false 
positives” such as configuration 
errors. 

If an anomaly is simply a 
configuration error, i.e., one 
machine or a person trying 
to connect to another that 
does not exist, the result of 
the semantic analysis will not 
generate a security incident. 

If the event is indeed a worm 
or other cyber weapon, it will 
try to propagate and infect the 
machine. Real attackers will 
also try to perform additional 
tasks such as log tampering. 

The Guardicore solution 
has the capability to analyze 
and differentiate between a 
true attack and a non-issue. 
(Of course, any anomaly or 
abnormal function is worth 
investigating.) 

The Guardicore solution is 
always in control, and the 
security of the data center is. 
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“Once attackers have 
gained a foothold in 
enterprise systems, 
they typically can 
move unimpeded 
laterally (‘east/ west’) 
to other systems. 
To address this, 
there is an emerging 
requirement for 
‘microsegmentation’ 
(more granular 
segmentation) of 
east/west traffic in 
enterprise networks.”  
– Gartner, Top 10 Technologies 
for Information Security  
in 2016

The attackers are unaware they’re being profiled—even as Guardicore is automatically 
gaining their complete attack footprint. The solution semantically analyzes and records 
information, including screen captures. It gathers attack characteristics using deep 
forensics to expose user credentials, tools, methods, propagation tactics, and more. In 
fact, Guardicore takes over the attacker’s entire process, including their uploaded files, 
backdoors and registry keys. This information lets Guardicore search for any additional 
areas attacked or breached within the data center. The attackers are completely revealed 
and under scrutiny all this time not being suspicious of anything. 

The security administrator can now take action and identify where within the data center 
the attack was attempted. Since most administrators are not forensics experts, this 
automatic process reduces detection time. Now the administrator can understand very 
quickly what has happened, how the attack works, and what to look out for. The platform 
extracts the attacking process during interaction with the investigative decoy, using it 
as part of the IOC that should be searched. The Guardicore solution, positioned on the 
hypervisor with access to the servers, will instantly and automatically quarantine the 
attack and block it from spreading further. Meanwhile, the deceived attackers execute all 
further commands harmlessly from the shell to which they have connected, with no idea 
that they are being tracked. 

How Do Hackers Invade?

It’s been said that defenders must succeed 100 percent of the time, while attackers need 
to be successful only once. The law of large numbers is on the side of the hackers: out of 
hundreds or thousands of attempts, it’s just a matter of time until even the bestdefended 
data center will be breached. One or two spear-phishing emails are sufficient to begin a 
costly,even catastrophic attack. 

Once the hackers are inside, they look for opportunities to use tools they’ve created in 
advance. They probe for vulnerabilities to break through the data center’s protocols. They 
may try to move laterally within the data center to identify the next target, and more 
subsequent targets. 

When hackers try to connect to a server and are blocked, they re-use credentials in a 
constant trial-and-error attack to learn the patterns of blocked connections and create a 
map of the network. 

This is why a security solution must be even more deceptive and sensitive than the hackers 
themselves to optimize visibility and capture the hackers’ identities and information.

Guardicore Revolutionizes Breach Detection and Security in the 
Modern Data Center

Data center security is a constant battle with few clear-cut victories over proliferating, 
persistent, globally dispersed attackers. Guardicore enables security administrators to 
catch and disable attackers before they wreak their damage. 

The Guardicore solution fully covers and supports virtually all data center infrastructures, 
automating breach detection in real time at the earliest phase of an attack. Guardicore 
interrupts hackers’ using multiple detection methods and deep analysis to capture 
a complete, detailed footprint and stops attacks in their tracks. Cost-effective and 
non-disruptive, the Guardicore Centra Platform enables long-sought visibility into the 
virtualized data center, so that security teams quickly receive the critical information they 
need to thwart attacks. 
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About Guardicore
Guardicore is an innovator in data center and cloud security that 
protects your organization’s core assets using flexible, quickly deployed, 
and easy to understand micro-segmentation controls. Our solutions provide a 
simpler, faster way to guarantee persistent and consistent security - for  
any application, in any IT environment.

www.Guardicore.com
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