
Protect Your VDI and DaaS 
Environments with Visibility and 
Segmentation

Many organizations were forced to implement or scale up virtual 
desktop infrastructure (VDI) or Desktop as a Service (DaaS) 
environments quickly to support sudden work from home needs. 
For many, the speed of delivery required security compromises. 
To keep organizations secure through these changes, Guardicore 
will help any organization protect their VDI environments for free 
throughout 2020.

Lack of effective visibility into what VDI 
users are doing

Lack of control over access from VDI 
environments to specific applications 

Lack of control over communication 
between VDI instances
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Guardicore will help mitigate the risk 
introduced by those compromises
Guardicore’s User-Based Segmentation enables full visibility 
into how virtual desktops communicate with the rest of the 
environment and gives security teams fine-grained control to 
restrict access on a need-to-have basis. 
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Fully understand what your VDI users are doing

Traceback and query VDI usage maps

Define policies to restrict access from virtual desktops to the rest 
of the environments based on user identity and applications

Restrict lateral movement between VDI instances

Receive alerts in cases of policy violations

Guardicore is 
offering the 
following 
complimentary 
services:

Deploys remotely 
within a few hours

Deployment of Guardicore 
Agents across your VDI Servers 

Configuration of your SaaS 
instances

Configuration of a remote 
access policy for five of your 
critical applications

Guidance for leveraging 
visibility and segmentation 
capabilities to protect your 
applications and VDI 
environments

Overview

Common VDI security compromises we have observed: 

vdi_offer@guardicore.com

For more information 
contact us at



Easy to deploy

Guardicore is a software-as-a-service (SaaS) offering, so 
installation and enablement are simple and straightforward. There 
is no need to change your network, route tra�ic through firewalls, 
or make any other complex infrastructure changes to secure 
access by VDI users. It is a software-defined segmentation solution 
that works with what you already have in place using an agent on 
your VDI instances, servers or desktops.

Image: Guardicore Reveal map & Network Log showing a blocked connection to the Ecommerce App from 
a Citrix VDI unauthorized  user based on segmentation ruleset
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