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Secure Legacy IBM iSeries AS/400
Servers with iSecurity Firewall and
Guardicore Centra
Realize Zero Trust and protect critical workloads
running on legacy assets.
IBM introduced the iSeries Application System/400 (AS/400) in 1988.
In recent years, the system has included support for new use cases, but
this also increases risk when these legacy servers are not isolated from
broader, distributed IT environments.
It’s crucial for organizations still running critical business workloads on
legacy IBM iSeries AS/400 servers to account for them in Zero Trust and
general security strategies.

Key Benefits
t

t

As part of our micro segmentation offering, Guardicore enables organizations running IBM iSeries AS/400 servers to visualize communication
flows from these legacy assets with Guardicore Centra and provide
firewall and security controls.
t

Guardicore integrates with the IBM iSeries AS/400 operating system
at the exit point level via a firewall agent, enabling you to specify what
actions to take on application flows with Centra policies, such as allow,
block or alert.

On average, it takes 280 days for an
organization to identify and contain
a data breach.1

1 “2020 Cost of a Data Breach Study,” Ponemon Institute and IBM Security, 2020.

Protect legacy assets
Isolate IBM iSeries AS/400
servers, reducing risk and
preventing unauthorized
communications and lateral
movement.
Centralized management
Create and manage your
iSecurity Firewall policies,
along with your other security
controls for all critical assets
from a centralized platform.
All-in-one protection
Improve your security
posture with policy-based
detection, reputation
analysis, and dynamic
deception techniques.
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Extend visibility and control to IBM iSeries AS/400 Servers with the iSecurity
Firewall and Guardicore Centra


Inbound/outbound firewall protection



Incoming and outgoing TCP/IP address filtering



Remote system (SNA) firewall protection for DDM,
DRDA and passthrough operations



Powerful intrusion detection and
alerting capabilities



DHCP request packet validation



Definable rule exceptions

Developed in partnership with

www.razlee.com

Protection across any complex environment:
www.guardicore.com

About Guardicore
Guardicore is the segmentation company disrupting the legacy firewall market. Our software-only approach is decoupled
from the physical network, providing a faster alternative to firewalls. Built for the agile enterprise, Guardicore offers greater
security and visibility in the cloud, data-center, and endpoint. For more information, visit www.guardicore.com or follow us
on Twitter or LinkedIn.
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